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Chapter 1: Product
Introduction

Integratedata Loss PreventidiDLP) in OfficeScasafeguards an organizaisensitive
data against accidental or deliberate leakage.

TheOfficeScan server can managedihie settings to prevent clietfitem lealng
private/confidential data. If some clients violate the DLPanil2lP clientdetecs the

action angendsalog totheserver.
There are two main featuodsDLP:

DeviceControl

[

Data Loss Prevention

o«

&
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Chapter 2: System
Requirements

Since iDLP is a pltg of OfficeScarnit hasthesame set ghinimum system requiremgnt
asthe OfficeScan server and agent.

For more information on thminimum system requiremersisethe OfficeScarnnstallation
and Deployment Guitlee OfficeScarReadme
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Chapter 3: Deployment

3.1> Deploying and Testing Agents

DLP agents should be deployed without any policies eflabletiMicro recommends
testing policies befodeployngto theproduction environment. Poorly configured and
tested policies may lead to the disruption of daily work sarnihenight end up in
computersfloodingthe OfficeScan server wittlarge numbeof false positives.

3.2 > Calculating Disk Space

To determine theequireddisk space for the server, you must decide if there is a need to
captue the files when a policy violation occurs. The files captured during the violation are
calledd f o r e n SLCapturind farenai®data allows yoguaklyidentify why the alert
occurred an@hetheiit was a false positive. While the forensic data function is helpful when
tuning policies, you catillgyather this information by reviewing the alerts. The alerts

contain the path to the file that triggered it.

Default IDLP log purge time table OfficeScan OfficeScan Control Manager
aqent server server
Default setting 180 days 180 days 90 days
Time for Allow user to modify the setting Yes Yes
purge
Max number in configuration 36500 days 360 days
Default setting 1000 logs
Purge log
depending | Allow user to modify the setting Yes Yes
on size Max number in configuration 900000 logs
Default location of logs OfficeScan OfficeScan Control Manager
and forensic data agent server server
Violation Log DLPViolationLog.db dbDIpLog Control Manager database
Forensic Data <OfficeScan agent <Server>/ofcscan/Priv | Will download from the
folder>/diplite/forensic | ate/DLPForensicData | OSCE server

3.3 > Pre-Deployment

DLP Installation and activation are performed ftw®lugin Manager.

NOTE 2 You do not need to install the Data Protection module if the standalone Trend Micro
Data Loss Prevention software is already installed and running on endpoints.

The Data Protection module can be installed on a pure IP¥f Flagager. However,
only theDevice Control feature can be deployed to pure IPv6 agents.

Data Loss Prevention does not work on pure IPv6 agents.

1. DownloadtheDLP package
a. Go toPlug-ins> OfficeScan Data Protection

b. Click Download.
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The size of the file to be downloaded displays besidewimdoad button.

Plugin Manager stores the downloaded fiteSterver installation
folder> \ PCCSRVDownload \ Product

@I'?E'.!‘E‘ OfficeScan o

Current Server: 192.168.75.21 | User: root | Lo

% | Dashboard | Assessment~ | Agents~ Logs~ Updates~ | Administration ~ Plug-ins

Plug-in Manager @

Current version: 2.1.1216
Click here to view license attributions for this product.
Trend Micro Endpoeint Application Control Agent Deployment Tool

‘Trend Micro Endpeint Application Control agents can be deployed using OfficeScan. Then, using the Endpoint Application Control server's web-based management console, administrators can set application control policies and menitor agents
See Installing Agents Using the OfficeScan Plug-In in the Endpoint Application Control Online Help.

S Manage Program Avalladle version: 201191 | Download | (2.54M8)

OfficeScan Data Protection

OfficeScan Data Protection is designed to minimize the risk: of informatien loss and improve visibility of data usage patterns and risky business processes—so your private information remains secure. You gain broad coverage. high
performance, and deployment flexibility needed to comply with regulatory mandates

S Manage Program Avallavle version:  1.0.1023 | Download | (0.53M8)

NOTE 2 If Plug-in Manager is unable to download the file, it automatically re-downloads after
24 hours. To manually trigger Plug-in Manager to download the file, restart the OfficeScan Plug-
in Manager service from the Microsoft Management Console.

2. Toinstall OfficeScan Data Protection immediately]mditz2kl Now. To install at a
later time

a. ClicklInstall Later.
b. Open the Plugn Manager screen.
c. Go to theOfficeScan Data Protectisaction anthenclicklInstall.

OfficeScan Data Protection Download

OfficeScan Data Protection version 1.0.1023 download is complete.

Install Now || Install Later

3. Read the license agreement and accept the terms byAijénghe installation
starts.

4. Monitor the installation progress. After the installation, the OfficeScar@ataion
version displays.

(@ 2016 Trend Micro Inc. CONFIDENTIAL - Release Pursuant to NDA - CONFIDENTIAL




OSCE iDLP Best Practice Guide n

Product License New Activation Code

To obtain the Activation Code, please register online using the Registration Key that came with yvour product.

OfficeScan Data Protection New Activation Code

Product: OfficeScan Data Protection

New Activation Code:| |- |-] - B B

(Tip: Copy the Activation Code and paste it on any of the text boxes above.)

Save || Cancel |

OfficeScan Data Protection

View License Information

Deploy the Data Pratection module to agents before configuring Data Less Prevention and Device Control setlings

1. Select the targets in the Data Proteclion Agent screen.

2. Click Settings = DLP Settings.
OR
Click Settings > Device Control Settings

3. Amessage displays, indicaling the number of agents that have not installed the Data Protection module. Click Yes to start the deployment.

Important: After successfully deploying the module from Settings ~ DLP Settings, Data Loss Prevention drivers are installed. If the drivers are installed successfully, a message displays, informing users to restart their endpoin

installing the drivers. Inform users about the restart ahead of fime.

4. Configure settings. Click Get Started below for details.

G
] 1] =
Data Loss Prevention Device Control
Get Started Get Started

5. DeploytheData Protectiomoduleto OfficeScan Agents

/NOTES 2

Ox¢

Data Protection now supports an x64 environment.

Ox¢

install the module when connection is restored.

K users about the restart ahead of time.

0 By default, the module is disabled on Windows Server 2003, Windows Server 2008, and
Windows Server 2012 to avoid impacting the performance of the host machine.

Online agents install the Data Protection module immediately. Offline and roaming agents

0 User must restart their computers to finish installing Data Loss Prevention drivers. Inform

~

/

a. GotoAgents> Agent Management> <domain or agent.

b. Deploy the modulesing one of thiollowingmethods
0 Go to Settings> DLP Settings

o«

Go to Settings> Device Control Settings

NOTE 2 If you use this method and the Data Protection module is deployed successfully, Data
Loss Prevention drivers will be installed. If the drivers are installed successfully, a message
displays informing users to restart their endpoints and finish installing the drivers.
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Restart Computer

Please restart the computer to enable OfficeScan Data Protection.

5129/2014 20:27 Restart Restart Later
7P IREN | OfficeScan

c. A messagdisplays, indicating the number of agents/énatunable to inst#ile
module. Clickesto start the deployment.

OfficeScan agents start to download the module from the server.

Message from webpage -

The Data Protection module has not been deployed to 1 agent. Click Ok
to deploy the medule, Otherwise, click Cancel.
Motes:
1) If you are deploying to many agents, stagger the deployment in
groups.
2) Users need to restart their endpoints after the module is deployed.

| OK | | Cancel |

6. Check if the module was deployed to agisitigany of the following methods:

a. Onthe agent tree, select a domain or agertherverify thathe Data Protection
Statugs Running

Domain/Endpoin... Logon User IP Address Listening... DemainH... Connec... GUID Scan Met... Restart Re... Data Protection...

[B VMAWINT-X32  vm-win7-x32\gse 192.168.200... 61100 Workgroup\  Online  333%e... SmartScan No

The deployment status can be any of the following:

6 Runningd The module was deployed successfully and its featerésda
enabled.

0 Requires restadtData Loss Prevention drivers have not been installed because
users have not restarted their computers. If the drivers are not installed, Data
Loss Prevention will not be functional.

0 Stopped The service for the module has not been started or the target
endpoint has been shut down normally. To start the Data Protection service,
go toAgents> Agent Management> Settings> Additional Service
Settingsandthenenable Data Protection Services.

6 Cannot instab There was a problem deploying the module to the agent. You
will need to releploy the module from the agent tree.
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6 Cannot insta(Data Loss Prevention already exist$)e Trend Micro Data
Loss Prevention software already existsenartdpoint. OfficeScan will not
replace it with the Data Protection module.

6 Not installed The module has not been deployed to the agent. This status
di splays if you chose not to depl oy
status is offline ooaming during deployment.

b. On the OSCE client, opdine command prompising administrator privilege and
run the following commansc query dsasvc . Thestate should bBeunning

icrosoft Windows [Uersion 6.1.76811
opyright (c)> 2B8? Microsoft Corporation. All rights reserved.

sUserssgsersc guery dsasve

SERVICE_NAME: dsasvc
TY¥YPE

= 18 WIN32_OWN_PROCESS
STATE : 4 RUNNING
CNOT_STOPPABLE. NOT_PAUSABLE. ACCEPTS_SHUTDOWN>
WIN32_EXIT_CODE B <Bx@d
SERVICE_ERIT _CODE : 8 <(8x@>
CHECKPOINT : Bx@
WAIT_HINT : Bx@

sslzershgser

3.4 > Deploying the iDLP template and policy

Beforemonitaring sensitive information for potential lasgjould be better tanswer the
following questions:

O¢ O¢ O¢

O¢

0

What data needs to be protected fedeak?

Wheredoes the sensitive data reside?

How is the sensitive data transmitted?

Which users arauthorizedo access or transmit the sensitive data?
What action should be taken if a security violatiours?

This important audit typically involvesltipledepartments arngersomd familiarwith the
sensitive information in your organization.

Data Identifier Types

Digital assets are files and data that an organization must protect against unauthorized
transmission. Administrators can define digital assets using the following data identifiers

0

File Attributes) File attributes are specific propertiesfidd.ayou can use two file
attributes when defining data identifiers, namely, file type and fier $ide.Type,
you can use true file type recognition or defiegtensionFor File Sizgit must be
more tharD bytesut not more tha@GB.

Keywordsd Data Loss Prevention comes with a set of predefined keyword lists. These
keyword lists cannot be modified or deleted. Each list has its owndauittitions
that determine if the template should trigger a policy violation.

Expressiond An expression is data that has a certain structure. For example, credit card
numbers typically have 16 digits and appear in the formathmmnnnnnnnn®,
making them suitable for expresdiased detections.

CONFIDENTIAL - Release Pursuant to NDA - CONFIDENTIAL © 2016 Trend Micro Inc,>
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Predefined Keyword Lists, Expressions Lists and File Attribute Lists

DLP comes with a set of predefined keyword lists, expressipasdiite attribute lists for
differenttarget usersicludingbanlks, educatioal institutionshealthcare or enterpdse
These data identifier lists cannoirioelified or deleted. Each list has its buwit-in
conditions thatleterminef the template should trigger a policy violaGustomescan
deployapolicy according to their specific requirement

For more information othe data identifier listsee thdata Protection Ldstsument at
http://docs.trendmicro.com/efus/enterprise/datgrotectionreference&locuments.aspx

Predefined DLP Templates

DLP comes with the following set of predefitedplateshat you can use to comply with

various regulatory standards. These data identifier lists cannot be modified or deleted.

Ox¢

GLBA 6 GrammLeachBilley Act

HIPAA & Health Insurance Portability afsccountability Act
PCIDSS6 Payment Card Industry Data Security Standard
SB 13860 US Senate Bill 1386

US PIId United States Personally Identifiable Information

Ox¢ Ox¢ Ox¢

Ox¢

Customized Keyword Lists, Expressions Lists, File Attribute Lists, and
Templates

We ca create customizédywordists expressionsists file atributelists and create
templateif none of the predefined Bshees yourrequirement.

Example
A word file which contains Trend Micro
Fil e Attribute And Keyword
A text which looks like xxxx - XXXX - XXXX - XXXX, Where X is any number between 0 and 9
Regular expression: [A\d-](\d{4} -\ d{4} -\ d{4} -\ d{4h[» \d-]

The following sectiodescribes the steps lnow to create a policy.

3.4.1 Defining an iDLP Identifier

CREATING A KEYWORD LIST

1. OntheOfficeScan management congmieto Agents > Data Loss Preventior>
Data Identifiers.

<© 2016 Trend Micro Inc. CONFIDENTIAL - Release Pursuant to NDA - CONFIDENTIAL
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/) TREND  OfficeScan

* Dashboard Assessment ~

Agent Management

Select domains or endpoints from the agent tree
Search for endpoints: (O,

“hStalus | []Tasks = G Seftings +
b Stat Tasks 405 Setti

3 OfficeScan Server Domain/Eng
Workgroup VW

nnn

Agents ~  Logs~ Updates ~ | Administration = Plug-ins

Agent Management

3 Support @ Help [More
Current Server: vm-win2012-r2 | |

Agent Grouping

) ks provided above the agent free.
Global Agent Setfings

Endpoint Location ed search

Data Loss Prevention  » | (oo o
Firewall »
Agent

Connection Verification

DLP Templates  rport

Outbreak Prevention 168200 .. 61100 Workgroup\  Online 3338e.. Smart Scan No

7B TREND. | OfficeScan
Dashboard Assessment v

Data Identifiers

Agents ~ | Logs~ | Updates~ Administration v Plug.ins

»
Address Listening... DomainH... Connec... GUID ScanMet... RestartRe... Data Protection... File Repu... File Reputation Service..

Server GUID: cdb46044-60e7-456b-977

Available hitp/vm-win2012-12:80.

2. Go toKeywordLists andhenclickAdd to create a keyword data identifier

© Support @ Help [More
Current Server: vm-win201242 | |

Define your organization's digital assets.

Expressions | File Aflrbules | Keyword Lists

[@3Add =Copy []Delete [fimport - Export

[] Mame »
Adult
Common Medical Terms
Eorms: (First). (Middle), Name
Forms: Date of Birth
Forms: Expiration Date
Forms: First Name, Last Name
Forms: Place of Birth
Forms: Street, City, State
Japan: Surname in Hiragana (Match 50
Japan: Sumame in Kanji 1 (Match 10)
Japan: Sumame in Kanji 2 (atch 50)
Japan: Sumame in Kanji 3 (Match 100)
Japan: Sumame in Katakana (Match 50)
Japan: Sumame in One-

Description

Words commenly associated with the adult entertainment industry, including pormographic websites
Terms used by hospitals and cther health care providers

Commaon use of the (First), (Middle) and (Last Name) fields in documents such as forms

Common use of the (Birth Date), (Birthdate), or (Date of Birih) fields in documents such as forms
Common use of terms that indicate the expiration date of an item (such as a credit card) in documents such as forms
Common use of the (First Name) and (Last Name} fields in documents such as forms

Common use of terms that indicate a person's birthplace in documents such as forms

Common use of the (State}, (City) and (Street) fields in documents such as forms

Japanese surnames typed in Hiragana

Japanese surnames typed in Kanji

Japanese surnames typed in Kanji

Japanese surnames typed in Kanji

Japanese surnames typed in Katakana

Japanese surnames typed in one-byte Katakana

3. To create a new keyword list, perform the following tasks

a. GotoAgents> Data Loss Preventiors> Data Identifiers.

b. Click theKeywordtab.

c. ClickAdd.

A new screen

displays.

1-260126 14 4 page[ 1
Type
Predefine
Predefine
Predefine
Predefine
Predefine
Predefine
Predefine
Predefine
Predefine

Predefine
Predefine
Predefine

Predefine

Predefine

d. Type a name for the keyword list. The name must not exceed 100 bytes in length
and cannot contain the following characters:

>S<*N &2\
e. Typea description that does not exceed 256 bytes in length.

f. Choose one of the following criteria and configure additional settings for the
chosen criteria:

6 Any keyword

6 All keywords

6 All keywords within <x> characters

6 Combined score for keywords excélegshold

g. To manually add keywords to the list:

CIZ CONFIDENTIAL - Release Pursuant to NDA - CONFIDENTIAL © 2016 Trend Micro Inc,>
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i. Type a keyword that is 3 to 40 bytes in length and specify whether-it is case
sensitive.

ii. ClickAdd.

h. To add keywords by using the “import" option:
i. Clicklmport and then locate the .csv file containing thedtdgw
ii. ClickOpen.

A message appears, informing you if the import was successful. If a keyword to
be imported already exists in the list, it will be skipped.

i. ClickSave

Keyword Lists (7]

Keyword Lists = Add Keyword

Properties
Mame:* A Sample: Trend Micro

Description:

Criteria: Any keyword ML O]
Keywords

Keywaord:

Case-sensitive

1-10f1 14 4 page| 1 of 1 e m

il Delete F=import [#7Export

Kevword «

Trend Micro

Case-sensitive

Mo

i Delete Ea|lmport [#Export

| Save | | Cancel |

M) TREND. OfficeScan

* Dashboard Administration ~

Assessment ~ | Agents v s~ Updates ~ Plug-ins

1-10f1 14 4 page | 1 of 1 e m

Results perpage;| 20 ¥

Keyword Lists

€ Support |More M

Current Server: TW-DLP02 tw frendnetorg | User root  Logof”

~

Data Identifiers

(]

Define your organization’s digital assets.

Expressions File Attributes
[Ea4dd [ZICopy

Name «

J ‘123HaHn‘.".'nrld

Delete Fwlmport [#71Export

Keyword Lists

Description

‘Tms is atesttemplate

|
( A gample: Trend Micro

Adult

Common ledical Terms

Forms: (First), (Middle), Name

Forms: Date of Birth

Forms: Expiration Date

Forms: First Name, Last Name
Forms: Place of Birth

Forms: Street, City, State

Japan: Surname in Hiragana (Match 50}
Japan: Surname in Kanji 1 (Watch 10)
Japan: Surname in Kanii 2 (Match 50)
Japan: Surname in Kanji 3 (Match 100

‘Words commanly associated with the adult entertainment industry, including pernographic websites
Terms used by hospitals and other health care providers

Common use of the (First), (Middle) and (Last Name) fields in documents such as forms

Common use of the (Birth Date), (Bithdate), or (Date of Birth) fields in documents such as forms
Common use of terms that indicate the expiration date of an item (such as a credit card) in documents such as farms
Common use of the (First Name) and (Last Name) fields in documents such as forms

Common use of terms that indicate a person’s birthplace in documents such as forms

Common use of the (State), (City) and (Street) fields in documents such as forms

Japanese surnames typed in Hiragana

Japanese surnames typed in Kanji

Japanese surnames typed in Kanii

Japanese surnames typed in Kanji

1-20 0f 28 W 4 page |1

of2r m
Type
Customized
Customized
Predefined
Predefined
Predefined
Predefined
Fredefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Prede Data entifiers.

(@ 2016 Trend Micro Inc.
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CREATING A CUSTOMIZED EXPRESSION

© N o o

9.

Go to Agents> Data Loss Preventiors Data Identifiers.
Click theExpressionab.

ClickAdd.

A new screen displays.

Type a name for the expression. The name must not exceed 100 bytes in length and
cannot contain the following characters:

><*HA| &2\
Type a description that does not ex@&édbytes in length.
Typean expression.
Typethe displayed data.

Choose one of the following criteria and configure additional settings for the chosen
criteria.

For more information, s&&iteria for Customized ExprigstierdfficeScan
Administratod s Gui de.

Test the expression against an actual data.

10. ClickSaveif you are satisfied with the result.

Expressions ©

Expressions = Add Expression

Properties

Name:* [A Sample: Expression

Description: A text which looks like 3000-0006-000630000, where ¥ is all made from 0 ~ 9

Expression* (i) |[—“\d-](\d{4}\d{4}-\d{4}-\d{4}]["\d—] | [Case-sensitive

Displayed data: 1111-2222-3333-4444

Criteria:* [None v]|®

Test Area

Test data: (i) 1111-2222-3333-4444 Clear

| Test |
Test result: The test data contains 7 unique digital asset(s), highlighted in red.
1111-2222-3333-4444

| Save | | Cancel |

CREATING A FILE ATTRIBUTE LIST

1.
2.
3.

Go to Agents> Data Loss Preventiors Data Identifiers.
Click theFile Attributetab.
ClickAdd.

CONFIDENTIAL - Release Pursuant to NDA - CONFIDENTIAL © 2016 Trend Micro /nc,>
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A new screedisplays.

© Support @ Help [More
Current Server vm-win2012-12 | |

Data Identifiers

Define your organization's digital assets

Expressions || File Attributes || Keyword Lists
Copy [7] Delete Fafimport - Export
[] Name «

Al File Extension

1-10i1 1 « page[1]

Description Tvpe

All File Extension Predef|

[#2Add [=Copy (] Delete [Fafimport 7Export 1-10f1 14 « page[ 1|

Resulis per

Apply to All Agents

Type a name for the file attribute list. The name must not exceed 100 bytes in length and
cannot contain the following characters:

SN &? N\
Type a description that does not exceed 256 bytes in length.
Select your preferred true filpés.

If a file type you want to include is not listed, select File extensions and then type the file
typeds extension.

Data Loss Prevention checks files with the specified extension but does not check their
true file typed-ollow the gidelinebelowwhen specifying file extensions:

0 Each extension must start with an asterisk (*), followed by a period (.), and then the
extension. The asterisk is a wildcard,
example, *.pol matches 12345.pol and test.pol.

6 You ca include wildcards in extensions. Use a question mark (?) to represent a
single character and an asterisk (*) to represent two or more characters. See the
following examples:

**m matches the following files: ABC.dem, ABC.prm, ABC.sdcm
**.m*r matcheshie following files: ABC.mgdr, ABC.mtp2r, ABC.mdmr
* fm? matches the following files: ABC.fme, ABC.fml, ABC.fmp

6 Be careful when adding an asterisk at the end of an extension as this might match
parts of a file name and an unrelated extension. For exataplenatches
abc.doctor_john.jpg and abc.donor12.pdf.

6 Use semicolons (;) to separate file extensions. There is no need to add a space after a
semicolon.

Type the minimum and maximum file sizes in bytes. Both file sizes must be whole
numbers larger thaero.

ClickSave

A message appears, reminding you to deploy the settings to agents.
ClickClose

Back in the DLP Data Identifiers screen, émgily to All Agents

(@ 2016 Trend Micro Inc.
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Data Identifiers (7]

File Aftributes = Edit File Attributes

Properties
Name:* A Sample: Word files

Description:

File Attributes

File type:

< Al

#|Documents and Encoding Methods
Lotus Ami Pra (.sam)
RTF (.rtf)

#| Microsoft Word for Windows - Mon-encrpyted (. doc, .dot, .docx, .dotx, .docm, .dotm)

WordPerfect (wp, wpd)
WordStar (wsd)
Wicrasoft Write (wri)
Adobe PDF - Non-encrypted (.pdf)

HTML {.htm)
XKML Cxml)
Xerox DocuWorks (xdw, xbd) e Arbois | «
TREND ; © Sumort © Helo
@ mrero Offlcescan Current Server: vm-win2012-r2 | User: root | Loq off

Dashboard = Assessment~ Agents~ Logs~ Updates~  Administration = Plug-ins

Data Identifiers

Define your organization's digital assels.

Expressions || File Attributes || Keyword Lists

120f21 apage[1  Joftrm

[EaAdd [#iCopy [ Delete Fimport [35Export
Tupe

[ Name « Description
[] ASample: Word files Customized
All File Extension All File Extension Predefined

120121 apage[ 1 Jofirm
Results per page:

[E2Add [Copy [ Delete Fimport [#1Export

Apply to All Agents

3.4.2 Defining a DLP Template

You must first enfiguredata identifierbeforedefinngthetemplatesTemplatesire defined
based on data identifiers.

PROCEDURE
1. Add atemplate using one of the following methods

6 From theData Loss Prevention Policy Settswsen

a. GotoAgents> Agent Management> <domain or agent>> Settings>
DLP Settings

b. Go to theExternal Agenter Internal Agentsab.
c. On theRulegab, clickAdd.
d. UnderTemplateclickAdd new template

<16 CONFIDENTIAL - Release Pursuant to NDA - CONFIDENTIAL © 2016 Trend Micro Inc,>
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@IH‘EEE- OfficeScan

%  Dashboard = Assessment~ Agents~ Logs v Updates~ Administration ~

Plug-ins

6 From theData Loss Prevention Templateseen

€ support @ Help [More
Current Sever: vm-win2012-12 | |

a. GotoAgents> Data Loss Preventior> DLP Templates.

b. ClickAdd.

Agent Management Agent Management
Agent Grouping
Select domains or endpoints Trom the agent tree ! provided above the agent tree.
Global Agent Settings
Search for endpoints: |0, Endpoint Location £d search
Agent tree view: |View all v Data Loss Prevention  » | - pata igentifiers
= - Firewal »
g Status | [F]Tasks v 3} Seftings + EIETEnTHES port
Agent Installation »
@ OfficeScan Server Domain/Ent Pddress Listening... Domain H... Connec..
T Connection Verification
i Workgroup g VMW 166.200.. 61100 Workgroup\  Gnline
Outbreak Prevention aroup

GUID  ScanMet.. RestartRe..

3338e... SmartScan No Running

2. OntheAdd Templatescreen, provide the following information.

0 Name
6 Description
0 Data Identifiers

Data Loss Prevention Templates

Data Protection... File Repu...

Server GUID: cdb46044-60e7-456b-977

File Reputation Service..

Avallable  hitp:/vm-1in2012-r2:80

Data Loss Prevention Templates = Add Template

Properties

Mame:* A Sample: Word with Trend Micro

Description:

Available data identifiers Selected data identifiers

A Sample | Search Operator Order
[SIExpressions YA

[} Add new expression And v| B
[ElKeyword Lists Preview:

@ Add new kevword AANDB

ASample: Trend Micro Z=l

[=]File Aftributes

[} Add new file atiribute
A Sample: Ward files

| Save | Cancel |

Data |dentifier
A Sample: Trend Micro

A Sample: Word files

Occ...

2 =

Drata Lo=s Prevention Templates | «

NOTE 2 For more information on condition statements, see “Condition Statements and Logical
Operators” in the OfficeScan Help document. You can also check the preview displayed on the

web console.

3. ClickSave

A customized templatedtzeen created.
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3.4.3 Defining and Deploying an iDLP Policy

A DLP policyis composed dhree pag

O¢

Ox¢

Ox¢

Templated combines data identifiers and logical operators (And, Or, Except) to form
condition statements.

Channeb anentity that transmitsensitive information

Action d actiontakernwhenDLP detects an attempt to transmit sensitive information
through any othe channels.

DEFINING AN IDLP PoLicy

1.

Go to Agents> Agent Management> <domain or agent>> Settings> DLP
Settings

Go to theExternal Agents or Internal Agetab.
On the Rules tablick Add.

CONFIDENTIAL - Release Pursuant to NDA - CONFIDENTIAL © 2016 Trend Micro lnc,>




